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dopmat Security Bootcamp

Uenbto yrnybneHHoro TpeHuHra SWIFT no 6e3onacHoctu - Security Bootcamp — ABnAetrca paccmoTpeHue cueHapues
Knbepyrpos, poaun 1 oTBETCTBEHHOCTb B 061acTn KnbepbesonacHoCcTn, mepbl N0 HEUTPANU3AL UM PUCKOB, OCBEAO0M/IEHHOCTb O
Mporpamme 6e3onacHocTM nonb3osateneun (Mporpamma CSP) M oOKasaHuMe copencTBuA B oOpraHusauum Hambonee
3pPeKTUBHOro pUCK-MeHeaXMmeHTa B cpepe MHPOpMaAUUMOHHOK 6e30macHOCTM B COOTBETCTBUM C 06LenpusHaHHbIMU
Hauny4Ywmmm npakTukamm u know-how.

TpeHuHr coyetaeT B cebe pasHOO6pasHblie TEXHUKU 0OyuyeHUA, B TOM 4YUC/Ee TEOPETUUYECKYK 4acTb, yyebHble MUrpbl U
NpaKTUYeCcKne peKoMeHaaLuu.

Mporpamma BKAOYaET cieaylowme Tembl:

e  KoHuenuwuu 1 0OCHOBHble NOHATUA B 06a1acTu KMbepbesonacHocTH ‘
e  KoHuenuusa obecneueHna 6esonacHoctu nonb3osateneint SWIFT @
[Customer Security Control Framework (4actb Mporpammbi CSP)] ANASESS
e  Ponb odpuuyepos 6e3onacHoctu cetn SWIFT

e  Ponb apmuHuctpatopoB o6opyaoBaHuA No obecneueHuto 6e3onacHOCTH
e  Ponb oduuepos 6esonacHoctu Alliance untepdeiicos (LSO/RSO) CONTROL

e  Ponb apmuHuctpatopos Alliance Gateway ACTION
e  Ponb apmuHuctpatopos swift.com

e PeKkomeHAAUMM NYYLLUX NPAKTUK B 061acTn MHPOPMaLUOHHOM 6e30MacHOCTH MONITOR



CTpaHunuykKa

Security Bootcamp
Ha caunTe swift.com
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Overview Security Bootcamp Contact us

Security Bootcamp

Often, management does not fully understand what is the Risk linked to the infrastructure they use to
connect to SWIFT. The goal of the security bootcamp is to present all roles and functions used to
administer such an environment, and to raise awareness on Cyber security risks and how these
functions should work together with governance best practices. Also, for operational teams, most of the
time we notice working in Silo ... which means that nobody will usually take any responsibility in case
something happen.

The goal of the session is not about making participants become experts on the tools they use, but to
raise awareness around security best practices and governance.

From experienced users, after several boot camps delivered in Belgium, France, Italy, Russia, and
Dubai, we got excellent feedback where all participants agreed the session was needed and really
interesting to remind SWIFT best practices around security.

Qur pre-scheduled boofcamps enable you to take a deeper dive into specific subjects. These diverse
leaming experiences may include:

m Theoretical sessions and games to integrate fundamental concepts

m Hands-on sessions with best practice advice

m Round tables and team activities to promote networking and cross-institution collaboration

m Sessions led by product, and market experts

Security Bootcamp training sessions are organised by SWIFT in key financial centres. Registration is
open to any participant with the necessary prerequisite knowledge.

The SWIFT Security Bootcamp sheds light on security-related roles and responsibilities. This helps you
ask the right questions internally to make sure that security is managed in the best way possible. It also

provides the knowledge needed to manage all your security related activities in line with best practice

The security bootcamp fact sheet can be found on the right side of the page.

Check out the available dates and locations

FACTSHEETS

SWIFT Security Bootcamp -
Factsheet

The SWIFT Security Bootcamp aims to shed
light on security-related roles and
responsibilities and will help institutions to
trigger the right questions internally to ensure
security is managed in the best way possible.

Download

& https://www.swift.com/our-solutions/services/training/tailored-training/bootcamp-training?tl=en#topic-tabs-menu
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OcHoBHbIe (hakTbl O
Security Bootcamp

CtonmocTb yyactus
coctaBnseT

EUR 3,500

3a KaXxaoro y4yacTtHuKa

In an era of persistent cyber
threat, security management
is high on everyone's
agenda. Also within SWIFT
Operations, Security plays

a prominent role. To control
these SWIFT security aspects,
a number of functions have
been established, including
SWIFTNet Security Officer,
Alliance Security Officer and
Swift.com Administrator.
Today, many institutions
struggle to find the right
organisational structure to

fit these functions and often
run suboptimal processes
and procedures, which leads
to exposure and certain
vulnerabilities or risks.

The SWIFT Security Bootcamp
aims to shed light on these
security-related roles and
responsibilities and will help
institutions to trigger the right
questions internally to ensure
security is managed in the
best way possible, and provide
the necessary know-how to
manage all activities in line with
best practice.

FACTSHEET | SWIFT Training

SWIFT Security Bootcamp

A unique experience to build solid ground

Audience

This course typically caters to all staff

responsible for sacurity related activities.
It is dasigned for both, staff who take up
the role of the SWIFT Security Officer, as
wal as members of 3 SWIFT operations
team, who are intarested to build on ther
axpertise and grow their knowledge.

Course Content

The program covers following topics:
¢ Cybar sacurity concapts and

tarmin:

SWIFTNet PK] and the role of
SWIFTNet Sacurity Officars.
Hardware Sacurity Module

Alliance security meanagement
Administering and using swift.com
Bast practice guidalines

The fraining will be delivered by
professional frainers and subject matter
axperts. Thay will apply 2 combination
of theoretical and practical best practice
advice, and a cyber security game, to
ansure multi-channel leaming.

Practical Information

The SWIFT bootcamp has 8
duration of 4.5 days. Training
will take place in various
countries around the world.

[For more informtion please
contact Training@switt.com
or visit swift.com.
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https://www.swift.com/file/24116/download?token=DODvTk4L
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Security Bootcamp

HoBble TeMbl B paCCMOTPEHUMU

« CSP & Global Connectivity

 KoHuenuusa 6e3onacHoOCTU Nonb3oBaTerien
SWIFT [Customer Security Control
Framework] B npakTU4eCKOM NpUMEeHeHUun

* [puHUMNBbI PUCK-MEeHeMKMEHTa B obnacTtu
MHoOpMaLMOHHOU Ba3onacHOCTHU

» [lpakTu4yeckue Kencbl U3 obnacTu
UHopMaLUOHHON 6e30nacHOCTH

* AHanu3 oCHOBHbIX KUbGepyrpo3

* Jlyqwme npaktukm SWIFT

- ANALYZE
Cyber

RISK

MANAGEMENT
CONTROL
ACTION

Q
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Security Bootcamp — OT3biBbl Y4aCTHUKOB

“Kypc o4eHb noHpasuncs. A cuntar ero o4eHb nonesHbIM, T.K. 00bIYHO BOMPOChl 6e30MacHOCTUN «pa3mMasaHbl» No OTAeNbHbIM Kypcam
no pasnuyHbiM npogyktam SWIFT, T.e. ndyyaetca KOHKpeTHbIN npoaykT (SAA, SAG, SNL u 1.n.) n tTeme 6es3onacHocTu yaenserca He
O4YeHb MHOMo BpeMeHW, a B [aHHOM Kypce BCe BHWMaHWE HanpaBfieHO Ha pelleHne 3ajadvv nosblleHus 6e3onacHOCTU Bcero
komnnekca SWIFT 6aHka B COBOKYMHOCTU. JTO OYEHb BaXHO!”

YyacmHuk u3 CéepbaHka, 2017

(1% 9
OnbITHbIE Beayume c FJ'Iy6OKI/IM 3HaHnemMm BCeX acClNneKToB peLueHUn SWIFT B obnactu 6e3onacHOCTU MOMOINMK nonyyYnTb Gonee
nornHoe noHnMmMmaHme noteHumarnbHbIX PUCKOB U yﬂ3BVIMOCTeI7I. B 10 xe BpemMA AeTanbHbIN aHanm3 3fIeMEHTOB KOHTpOﬂeVI nomMoraet B

o »
pa3paboTke Mep Mo HENTpanM3aLun PUCKOB 1 aHanm3e BO3MOXHbIX CLieHapueB.

YyacmHuk u3 Nasnpomb6aHka, 2017

“bonbluoe cnacmbo 3a Bce. OTO ObINO OTNNYHO OpraHM3oBaHO, TpeHepbl M3 SWIFT obnagatoT BbiCOYANMLLEN SKCNEPTU3O0M N caenanu
BCE BO3MOXHOE ANns nepefayn Ham HeobxoanuMblX 3HAHUIA.”

YyacmHuk u3 Novartis, 2017

“‘Mosi npodheccunsa cedaAszaHa ¢ IT 6e30MacHOCTLIO, 1 HEQABHO nepellenn B KOMaHOY PUCK-MEHeKMEHTa U 3aHMMakCb OLEHKOW
6esonacHocTn SWIFT nHppactpyktypbl. OCHOBHLIM BbI30BOM ANIs1 MeHs1 Obln HEAOCTaTOK 3HaHUM B obnactm 6esonacHoctn SWIFT.
TennHr SWIFT no 6e3onacHoct - Security Bootcamp — nomor MHe BOCMOfHWUTL Npobenbl B gaHHOM obnactM v BbICTOUTb NnaH
Aencteui ansa apdekTneHom padoTbl.”

YyacmHuk, 2017




OpraHusaumoHHble geTanu TpeHnHra Security Bootcamp

AdaTbl npoBeaeHuUs: 19-23 mapTta 2018r.
9:00-17:00
MecTo npoBeaeHus: r. MockBa

HoBuHCKUM GynbBap, 4. 8,
JlotTe BusHec-UeHTP,
ocnc 000 «C.B.1.D.T.»

#A3bIK TpeHUHra: aHIMIMNCKNIN, HA TPEHUHre TaKxke OyaeT NnpucyTcTBOBaTb
PYCCKOroBOpPALUUUN IKCNEpPT

CtoumocCTb yyacTus: EUR 3’500 3a kaxxgoro y4yacTtHukKa

Ccbinka gna peructpauum:
https://www?2.swift.com/trainingschedule/#/details/52004496/session/53062848#details
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